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Alberta Blue Cross Plan Member Web site and Mobile Application Terms of Use 

TERMS OF USE 

Please carefully read the following terms and conditions (“Terms of Use”) before proceeding.  

Alberta Blue Cross (also referred to in these Terms of Use as “we” or “us”) may make available for you 
from time to time one or more mobile applications that contain some of the functionality of this web 
site.  For the purposes of these Terms of Use, mobile applications include those on smartphones, 
“wearables” and other hardware, software or combination that collect, store, or use any information or 
functionality described on or linked to this web site.  

Unless otherwise stated, these Terms of Use apply to your usage of either this web site or any mobile 
application (individually and collectively referred to below as the “Site”). By registering for and accessing 
the Site you, the web site user, acknowledge you have read, understood and agree to these Terms of 
Use. 

You and your dependants may have access to the Balance health management functionality available 
through the Site (“Balance”), a unique offering designed specifically for Alberta Blue Cross members.  If 
you have access to Balance and choose to use it, certain additional Terms of Use will apply to you, as 
indicated below.  If you do not have access to Balance or do not choose to use it, those specific terms 
will not apply to you, although the rest of the Terms of Use will continue to apply to you.   

If you use Balance, then references to the “Site” and “Content” in these Terms of Use will also include 
the Balance functionality and content.  Likewise, if you use Balance, then references to “we” and “us” 
may include third parties under contract with Alberta Blue Cross who manage, implement and support 
Balance. 

If you do not agree with these Terms of Use, please exit the Site.  

GENERAL 

Terms of Participation 

By using the Site, you agree, represent and warrant that: 

• You are:  

a) a primary plan member of any age, in whose name the Alberta Blue Cross administered 
coverage is registered and/or another individual specifically designated by the primary plan 
member and registered with Alberta Blue Cross to access the Site on behalf of the primary plan 
member; or 

b) a minor, at least 16 years of age, who is a dependant of a primary plan member and who will 
only access the Balance functionality and not claims and benefits information. 

• You understand the nature of the use of the Site, the Terms of Use and the nature of the 
ongoing obligations associated with them. 

• If you are a parent or guardian of a Site user who is a minor, you are responsible for providing 
supervision of the minor's use of the Site. You assume full responsibility for ensuring that the 
registration information is kept secure and that the information submitted is correct, current 
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and complete. You also assume full responsibility for the interpretation and use of any 
information or suggestions provided through the Site for the minor.   

• You will notify Alberta Blue Cross immediately of any unauthorized access to, disclosure or use 
of your user name or password or any other breach of privacy or security. 

• Alberta Blue Cross has the right to disable any login ID, password or other identifier at any time 
in our sole discretion for any or no reason, including if, in Alberta Blue Cross’s opinion, you 
have violated any of the Terms of Use. 

• You will comply with all applicable laws and regulations, including, without limitation, those 
relating to the Internet, data, e-mail, privacy, and the transmission of technical data.  

• All the information you provide on the Site is correct, current and complete.  

• Your use of the Site including the Content is at your own risk. 

• You must maintain a email address and ensure that we are provided with it as an email address 
is necessary for using certain functionality within the Site.  

• Alberta Blue Cross reserves the right at any time and from time-to-time to modify, edit, delete, 
suspend or discontinue, temporarily or permanently, the Site (or any portion thereof) and/or 
the Content (or any part thereof), with or without notice to you. You further agree that Alberta 
Blue Cross shall not be liable to you or to any third party for any such modification, editing, 
deletion, suspension or discontinuance.  

• Alberta Blue Cross makes all reasonable efforts to ensure that current and accurate information 
is accessible through the Site.  If information presented through the Site differs from the official 
Alberta Blue Cross records, the latter will prevail.  Please contact Alberta Blue Cross if you have 
any questions or concerns. 

Prohibited Uses 

You agree NOT to do any of the following: 

• Use the Site in any manner that could disable, overburden, damage or impair the Site or 
interfere with any other person’s use of the Site including their ability to engage in real time 
activities through the Site; 

• Use any robot, spider, other automatic device process or means, or similar data gathering, data 
mining, or extraction methods to access the Site for any purpose including monitoring or 
copying any of the material on the Site; 

• Use any device, software or routine that interferes with the proper working of the Site; 

• Attempt to gain unauthorized access to, interfere with, damage or disrupt any parts of the Site 
or the server on which the Site is hosted; 

• Attack the Site via a denial-of-service attack or a distributed denial-of-service attack; 

• Attempt to interfere with the proper working of the Site;  
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• Use the Site to fraudulently misrepresent yourself;  

• Register, subscribe, unsubscribe, or attempt to register, subscribe, or unsubscribe any party for 
any product or service if you are not expressly authorized by such party to do so; 

• Permit, allow or do anything that would infringe or otherwise prejudice the proprietary rights of 
Alberta Blue Cross or its licensors, or allow any third party to access the Content 

• Modify, create derivative works of, copy, make available to any person, or otherwise use, either 
directly or indirectly, the Content in whole or in part, in any form or by any means whatsoever 
for commercial or other purposes except those stated in this Terms of use. Because the Site was 
created to be informative, we will permit you to download or photocopy Content displayed on 
the Site, including Balance and including forms and benefit booklets, for your own non-
commercial personal use. Any Content extracted from the site must prominently display 
copyright and other proprietary notices. 

• Use the Site other than for its intended purpose.  

The restrictions set out in these Terms of Use shall not apply to the limited extent the restrictions are 
prohibited by applicable law. 

PRIVACY, SECURITY AND PERSONAL INFORMATION 

Privacy Policy 

Alberta Blue Cross operates under and complies with all applicable privacy legislation, as identified in 
our privacy policy, located at https://www.ab.bluecross.ca/aboutus/privacy.php  (“Privacy Policy”).  

By using the Site, you  agree to the terms of our  Privacy Policy.  Before using the Site, please carefully 
review our Privacy Policy. All information provided to us as a result of your use of the Site will be 
handled in accordance with these Terms of Use, which are deemed to incorporate each provision of our 
Privacy Policy unless it is inconsistent with these Terms of Use. Your information will be kept as required 
to fulfil the identified purposes and then destroyed, erased, or made anonymous, in compliance with all 
applicable laws. 

If you choose to use Balance, please review the specific Terms of Use respecting privacy of information 
for that functionality.  

Site Security 

Data on the Site is protected by encryption security. Further, our employees and those of third-parties 
with whom we work follow specific privacy and security policies and procedures to protect and 
safeguard your information. Although we have taken what we believe to be reasonable and industry 
standard security precautions to protect information exchanged through the Site, we do not guarantee 
the effectiveness of those security measures. 

Communication between you and Alberta Blue Cross while using the Site is intended to be secure. 
However any unprotected e-mail communication over the Internet, as well as communication via other 
mediums, is not secure or confidential, subject to possible interception or loss, and possible alteration. 
You should not send any confidential, proprietary or sensitive information via those media.  
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Personal Information 

The personal information posted on the Site is for your use, for informational purposes only, and 
includes access to claims and benefits information, when applicable, for your underage dependents and 
your spouse, partner or adult dependents  who have authorized you to disclose or receive information 
about them, for purposes stated. 

The collection of personal information submitted by you through the services provided on the Site is for 
the purposes specifically noted on pages such as those for claims submission and requests for direct 
deposit. 

Use and Disclosure of Your Information 

Except as described in these Terms of Use or as specifically agreed to by you, we will only use the 
personally identifiable or personal health information we gather from you on the Site for the purposes 
of determining eligibility for coverage, verifying, assessing and paying claims, conducting audits of claims 
and provider practices to ensure appropriate plan use, administering the terms and conditions of the 
benefit plan and, if you choose to use Balance, for the purposes outlined below. 

Except as described in these Terms of Use or as specifically agreed to by you, we will not disclose any 
personally identifiable or personal health information we gather from you on the Site. The personal 
information gathered by us on the Site may be disclosed/exchanged between Alberta Blue Cross and a 
licensed physician and/or health services provider/professional/practitioner, institution or insurer, and 
only for the purposes stated on the Site.  Further, we may release personally identifiable or personal 
health information to third parties to comply with valid legal requirements such as a law, regulation, 
search warrant, subpoena or court order. In the event that we are legally compelled to disclose your 
personally identifiable or personal health information to a third party, we will attempt to notify you 
unless doing so would violate the law or court order.  

Passwords  

For your protection, you are responsible for taking all reasonable steps to ensure that no unauthorized 
person shall have access to your passwords or accounts. It is your sole responsibility to: (1) control the 
dissemination and use of usernames, passwords or other identifying credentials; (2) authorize, monitor, 
and control access to and use of your account and password; (3) promptly inform us of any need to 
deactivate a password.  

An exception may be registered with us by submitting a consent to disclose personal information form 
that provides your authorization and consent for a specified individual to access the Site on your behalf. 
This consent also enables that person to contact Alberta Blue Cross Customer Services in the event of an 
error or to request additional information. A note will be put on your file indicating that consent has 
been provided. 

You grant us and all other persons or entities involved in the operation of the Site the right to transmit, 
monitor, retrieve, store, and use your information in connection with the operation of the Site, as set 
out in these Terms of Use. 

Cookies 

The Site, like most web sites, uses cookies to enable access and enhance security. These cookies do not 
provide us with personalized information, do not link non-personal information from cookies to 
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personally identifiable information without your permission, and do not enable us to collect or store 
personal health information about you. The cookies do provide us with statistics such as the total 
number of site visitors. This information is used only to improve site design and customer experience.   

Most browsers offer instructions on how to reset the browser to reject cookies. If you reject our cookies, 
certain components of the functions and conveniences of the Site may not work properly, but you do 
not have to accept our cookies in order to use some functionality of the Site. 

OTHER LEGAL TERMS 

Ownership and Use of Content   

The Site, including any form, design, function, navigation element or information contained within the 
Site, as may be revised and updated from time to time, without notice,  (“Content”) is protected under 
applicable intellectual property and other laws including, without limitation, the laws of Canada and 
other countries.  

For clarity, Content further includes any forms you submit to the Site. All Content and intellectual 
property rights therein are the property of Alberta Blue Cross or its licensors and title to the Content 
remains with us or our licensors. You do not acquire ownership rights to any Content.  

If you violate any of the Terms of Use, your permission to use the Content automatically terminates and 
you must immediately destroy any copies you have made of any portion of the Content. 

All rights not expressly granted herein are reserved to Alberta Blue Cross and its licensors. 

Trade-marks and Copyrights 

The Site may contain registered and unregistered trade-marks, trade names, service marks, logos, 
product and service names, and graphics (collectively, “Trademarks”)  belonging to, or used under 
license by, Alberta Blue Cross or other owners including licensors. The appearance of such Trademarks 
does not convey to you any rights to use them.  You are not authorized to display copy or use the 
Trademarks in any manner without the prior written permission of the rights owner. 

All information in the Site is protected under the copyright laws of Canada and/or other countries. 

Limitation of liability 

You agree to use the Site solely at your own risk.  

The Site and the Content are provided “as is” and “as available.” Alberta Blue Cross assumes no liability 
for or relating to the delay, failure, interruption, or corruption of any data or other information 
transmitted in connection with use of the Site, or for the accuracy, reliability, completeness, 
currentness, or timeliness of the Content, software, text, graphics, links, or communications provided on 
or through the use of the Site. 

Alberta Blue Cross, to the fullest extent permitted by law, disclaims all warranties of every kind, whether 
express or implied, statutory or otherwise. Alberta Blue Cross explicitly disclaims any representation, 
warranty or condition of merchantability, fitness for particular uninterrupted or error-free services, or 
inter-operability of products and services, whether arising by usage or trade, course of dealing, course of 
performance, statute, or otherwise.  Alberta Blue Cross assumes no liability or responsibility pertaining 
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to the Content, your use of the Site, or the receipt, storage, transmission or other use of your personal 
information. 

In no event will Alberta Blue Cross, its affiliates, agents, licensors, suppliers, or their respective directors, 
officers or employees be liable for any direct, indirect, special,  incidental, punitive, exemplary, 
aggravated, economic or consequential loss or damages, howsoever caused, including but not limited 
to: damages for loss of use, lost profits or lost savings. This limitation applies regardless of the form of 
action, whether based on warranty, contract, tort or other legal theory, and applies even if Alberta Blue 
Cross or any of its lawful agents or employees have been advised of the possibility of such damages or 
claim. 

Links 

The Site may contain links to other web sites for your convenience in locating information and services 
that may be of interest. You acknowledge that people or organizations over which Alberta Blue Cross 
may exercise no control maintain these other web sites and when you access these other web sites, you 
are doing so at your own risk. Alberta Blue Cross expressly disclaims any responsibility for the content, 
accuracy of information and/or the quality of products or services provided by or advertised on these 
other web sites. Alberta Blue Cross does not control, endorse or promote any other web site unless 
expressly stated. 

For clarity, the Balance functionality is considered to be part of the Site.  

Governing Laws 

The Site, the Content and these Terms of Use will be governed by the laws of the Province of Alberta, 
Canada, without regard to its conflicts of law provisions and shall be treated in all respects as though it 
were an Alberta contract and the Courts of Alberta will have exclusive jurisdiction. You hereby 
irrevocably consent and submit to the personal jurisdiction of said courts for all such purposes. 

English Language 

You and Alberta Blue Cross have expressly requested that the Terms of Use and all documents and 
notices be drafted in the English language. Toi et Alberta Blue Cross ont demandé expressément que 
cette la présente entente et tous les document et avis connexes soient rédigés en anglais. 

Waiver 

No waiver of any of these Terms of Use shall be deemed or shall constitute a waiver of any other 
provision (whether or not similar) nor shall such waiver constitute a continuing waiver unless otherwise 
expressly provided. 

Indemnity 

You agree at all times to indemnify, defend and hold harmless Alberta Blue Cross, its agents, licensors, 
suppliers, affiliates and their respective directors and employees from and against all actions, 
proceedings, costs, claims, damages, demands, liabilities and expenses whatsoever (including legal and 
other professional fees  and disbursements) sustained, incurred or paid by Alberta Blue Cross directly or 
indirectly in respect of your violation of these Terms of Use. 

Amendments 
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We reserve the right, in our discretion, to amend or replace these Terms of Use at any time by notice to 
you.  We will notify you of a change by  posting a notice on the Site.  Your use of the Site after we post 
the notice means that you accept the Terms of Use, as amended.  If you do not agree to an amendment 
to these Terms of Use, you must immediately stop using this Site.  No amendment to, or waiver of any 
provision of, these Terms of Use is binding on unless agreed to  by us in writing 

ADDITIONAL TERMS OF USE FOR BALANCE USERS 

Balance 

Certain Alberta Blue Cross members have access to additional functionality and Content available 
through the Site.  The functionality, known as “Balance”, is a unique health management program 
providing lifestyle and wellness information.  Even if you have access to Balance through your plan, your 
use of it is voluntary.  If you choose to use the Balance functionality or access the Balance Content, 
then the terms and conditions set out in the sections below will apply to you, in addition to those 
above. By accessing Balance on this web site or a mobile application, you agree to these Additional 
Terms of Use for Balance users. 

Balance may be operated by Alberta Blue Cross or by one or more third party licensors, under a contract 
with Alberta Blue Cross.  In the sections below, references below to “we” and “us” include such third 
parties. 

The information that you provide through the Balance functionality does not affect your Alberta Blue 
Cross coverage.  

Balance and its health-related information and resources are not intended to be a substitute for 
professional medical advice or for the care that patients receive from their healthcare providers. 

E-mails to You 

At registration and at various times as you use Balance, you will be given the option of receiving 
recurring information via e-mail from us.  

These e-mails will not contain personal health information. Your use of this functionality constitutes 
consent, pursuant to Canada's Anti-Spam Legislation to receive commercial electronic messages such as 
emails from us.  Should you wish to stop receiving them, please   click the “unsubscribe” link on the 
email, if available, or use the functionality within the site to change your user preferences. 

Personally Identifiable Information 

If you choose to use Balance, you must provide us personally identifiable information. Depending on the 
tool or service you have selected, we may also collect personal health information. You are responsible 
for ensuring the accuracy of the personally identifiable information and personal health information you 
submit to Balance.  

Specifically, in addition to the uses identified above, we will collect, use and disclose your personal 
information for the following purposes:  

• to provide you with targeted education, tools and communications related to your health;  

• to answer your questions; 
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• to send you e-mails about Site/App maintenance and updates; 

• to provide you with more effective customer service and to make the Balance functionality services 
easier to use by eliminating the need for you to repeatedly enter the same information;  

• to perform research and analysis aimed at improving our products, services and technologies;  

• for clinical research, market research, education and other related research projects, on an 
anonymous basis only;  

• for the purpose of Balance health reward redemption (for example, shipping information may be 
shared with fulfillment providers where necessary). Any third party group used for these purposes 
will sign a non-disclosure agreement with us and will be required by law to keep your personal 
information confidential; and 

• to comply with all legal and regulatory requirements of provincial and federal laws. 

Rules Respecting Balance and Rewards 

You agree not to abuse Balance privileges by conduct which is detrimental to our interests including, 
without limitation, attempting to accrue points or redeem points in a manner inconsistent with the rules 
of Balance or the intent of these Terms of Use, having multiple accounts (except during a transition 
period if you move from one group to another), attempting to earn points through other than legitimate 
channels, participating in purchasing or redemption fraud, or tampering with Balance award links. We 
reserve the right to terminate or disable, at our sole discretion, any usage of the Balance functionality if 
we believe that you have violated or acted inconsistently with these Terms of Use or their intent. You 
understand and agree that disabling of usage or membership will result in your inability to redeem 
and/or earn points, and forfeiture of previously earned or awarded points. 

We shall be the sole determiner in cases of suspected abuse, fraud, or violation of these Terms of Use, 
and any decision we make relating to termination of your usage of Balance (including cancellation of 
points) shall be final and binding. 

Points may be redeemed only for rewards as offered through Balance at time of redemption. 

Points have no cash value. 

We are not responsible for lost or stolen rewards once issued. 

Rewards are subject to change at any time without notice. 

Your inquiries regarding rewards ordered and not received or redeemed must be received by us within 
60 days after the initial redemption date. Thereafter, we will have no obligation to resend rewards to 
you. 

Points will be subtracted from your account as soon as you enter a draw.  

In conjunction with redeeming rewards, you agree to confirm that all information in your personal 
contact profile is up to date and accurate. 
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We reserve the right to cancel and disable accounts and cancel unredeemed points in those accounts 
when Site access or benefits are cancelled.  

You shall comply with all laws, rules, and regulations that are applicable to you. We may refuse to enroll 
you in Balance, or may restrict, modify, or terminate your participation in Balance, without liability to 
you or any other party, if you violate any law, rule, or regulation, or if your participation in Balance could 
violate any law, rule, or regulation. 

Cookies 

In addition to the cookies used generally on the Site, if you use Balance, we collect non-personal 
information about your use of Balance. 

Every computer that accesses Balance is assigned a different cookie. The information collected by 
cookies (i) helps us dynamically generate advertising and content on web pages or in newsletters, (ii) 
allows us to statistically monitor how many people are using the Site, (iii) how many people open our e-
mails, and (iv) for what purposes these actions are being taken. We may use cookie information to 
target certain content. Cookies are also used as navigation aids and as session timers. Cookies used by 
us may also be used to restrict use of Balance by some users. 

Market Research 

From time to time, we may conduct online research surveys through e-mail invitations, pop-up surveys 
and online focus groups. You will be prompted to accept and secure your permission. When 
participating in a survey, we may ask you to enter personally identifiable information. We may combine 
your personally identifiable information you submit in a survey with information about you from other 
sources. The information from other sources may include health or other identifiable information. This 
personally identifiable information is used by us for research purposes. Aggregate non-identifiable 
information from the survey results may be reported.  

Some surveys may provide remuneration to participants such as reward points for your time and may 
require your permission for additional e-mail follow-up surveys. We will tell you when you agree to 
participate in a survey if it is a reward point survey.  

In addition to collecting survey responses from our members, cookies may be used to authenticate 
respondents or to help you pick up where you left off in a survey. If you have cookies disabled you may 
not be able to participate in some studies. Cookies may be used to connect survey data with the Balance 
functionality usage characteristics. You will be notified when we would like to use cookies in this way 
and your consent will be requested for these cookies.  

Aggregate Data 

We may combine, in a non-identifiable format, the personal health information you provide with 
information from other users to create aggregate data that may be disclosed. Aggregate data does not 
contain any information that could be used to contact or identify you. For example, we may use 
information gathered to create a composite profile of all the users. We may use this information to 
understand needs and to design appropriate programs and activities on the Balance aspects of the Site. 
We will not disclose your personal health information to any third party without your prior permission, 
except as otherwise permitted by these Terms of Use. 

Health Risk Assessment 
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If you click the “Get started” button  to do a Health Risk Assessment you are agreeing to this as well: 

I am agreeing to participate in the Balance Health Risk Assessment and declare that: 

I am 16 years of age or older. I have read and understood the information provided to me. I have had the 
opportunity to ask questions and received satisfactory answers. I was given enough time to think it over 
and decide about my participation. 

I understand that I will be asked to: (i) answer detailed questionnaires about myself, my health, the way I 
live (e.g., lifestyle, diet), and where I spend my time (e.g., environment); and (ii) take and report my 
height, weight, and waist measurements.  

I understand that I can choose not to complete the Health Risk Assessment if any question makes me 
uncomfortable. 

I understand that my personal information will never be shared with my employer or anyone else unless I 
personally consent. 

I understand that that aggregate information (non-identifiable) may be shared without additional 
consent. 

I accept that my questionnaire answers, after my name and other identifying information have been 
removed, may be used by researchers from Canada and other countries for approved health-related 
research projects. 

I accept that I will receive no personal financial benefit from the sale of any test or product that may be 
developed as a result of the data and samples collected by the Balance Health Risk Assessment. 

I accept that the information collected by the Balance Health Risk Assessment will be kept as required to 
fulfil the identified purposes and then destroyed, erased, or made anonymous, in compliance with all 
applicable laws. 

Contact Us 

If any information appears to be missing or incorrect, or if you have questions about what you are 
viewing, please contact Alberta Blue Cross at 780-498-8000 (Edmonton and area) and toll-free in other 
areas of Canada and the U.S. 1-800-661-6995.  


